IIpunoxenue 2

WH®OPMALIMOHHAS IAMSITKA
JIJ151 OBYUAIOLLUXCS JIJ151 PASMELLEHUS
HA O®UILIUAJIBLHBIX UHTEPHET-PECYPCAX

C xaxabIM rojIoM MOJOJEKH B UHTEPHETE CTAHOBUTHCS OOJIBLIE, A IIKOJIb-
HUKHM OJHUM M3 CaMbIX aKTUBHBIX Nojbp30Bareneil PyHera. Mexay TeMm, MOMHUMO
OrPOMHOT0 KOJIMYECTBA BO3MOXKHOCTEN, HHTEPHET HECET U NMpOoOIeMbl. JTa namsT-
Ka J0JDKHA TOMOYb TeOe 6e3011acHO HaXOUThCS B CETH.

KoMnbloTepHbIE BUPYCHI

KoMIbroTEpHBI BUPYC - 3TO Pa3sHOBUAHOCTH KOMIBIOTEPHBIX MPOrPAMM,
OTJIMYUTEIIBHON OCOOEHHOCTBIO KOTOPOM SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHHIO.
B nonosiHeHHe K 3TOMY, BUPYChl MOT'YT MOBPEIUTh WM MOJHOCTHIO YHUUTOKUTh
Bce (pailyibl U JaHHBIE, IOJKOHTPOJIBHBIE NI0JIb30BATEIN0, OT UMEHH KOTOPOTo Obliia
3alylieHa 3apaKeHHash MporpaMma, a TaKkKe MOBPEIUTh WM JaKE€ YHUUYTOXKUTH
OTEpallMOHHYIO0 CHUCTEMY CO BceMHU (aiinamu B 1elIoM. B OOJBIIMHCTBE ClydaeB
pacpoCTpaHsIOTCS BUPYChI Uepe3 UHTEPHET.

MeTob! 3aUThI OT BPELOHOCHBIX IPOrPAMM:

1. Vicnonb3yii COBpPEMEHHBIE OIEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPhe3-
HBI YPOBEHB 3aLIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. IlocTosiHHO ycTaHaBiIMBail madytu (IUQPPOBbIE 3aIJIaTKH, KOTOpPbIE aBTO-
MaTUYECKH yCTAaHABIIMUBAIOTCS C LIEJIbI0 JOPAOOTKU MpOrpaMMbl) U Apyrue oOHOB-
JeHHUsI CBOEH omepannoHHOW cucTeMbl. CKauMBail WX TOJNBKO € O(UIIMAIBLHOTO
caiita pazpadorunka OC. Ecnu cymiecTByeT pexuM aBTOMaTHYECKOro OOHOBIIE-
HUS1, BKIIFOUH €T0;

3. Pabotaii Ha cBOEM KOMIBIOTEPE MO/ IPaBaMU MOJIb30BATENS, a HE aIMHU-
HUCTpATOpa. DTO HE MO3BOJUT OOJBUIMHCTBY BPEIOHOCHBIX MPOTrpaMM HMHCTAJIN-
pOBaTHCS HA TBOEM IIEPCOHAIILHOM KOMIIBIOTEPE;

4. Vicionb3yil aHTUBUPYCHBIE NTPOrPAMMHBIE IPOAYKTHI U3BECTHBIX MPOU3-
BOJIUTENIEH, C aBTOMATUYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pu3NUECKUil JOCTYI K KOMIBIOTEPY AJIs1 HOCTOPOHHMX JIULL;

6. crnonb3yil BHENTHUE HOCUTENIN MH(POpPMAIIUU, TaKhe Kak (JIeliKa, JUCK
win (haiia U3 UHTEPHETA, TOJIBKO U3 POBEPEHHBIX HCTOUHUKOB;

7. E[e oTkpbIBall KOMIBIOTEPHBIE (haiisIbl, MOJYUYECHHbBIE U3 HEHAJEKHBIX HC-
TOYHHUKOB. [[axe Te (haiiybl, KOTOpbIE MpUCTan TBOKM 3HaKOMbIW. Jlydllle yTouHu y
HEro, OTIPABJIISLI JIM OH TeOe UX.

Cetu WI-FI

Wi-Fi - 3T0 He BU/ 1epeauu JaHHBIX, HE TEXHOJIOTHS, @ BCETO JIUIIL OPeH/I,
mapka. Eme B 1991 rony HuupepnaHickasi KOMIIAHUSI 3aperucTpupoBajna OpeH[l
«WECA», uto obo3nayaiio cioBocouyeranue «Wireless Fidelity», kotopsrii nepe-
BOJIUTCS KaK «OeCTIPOBOTHASI TOYHOCTHY.

Jlo Hamiero BpeMeHHM Jomluia Jpyras ab0peBwarypa, KOTOpas SBISETCS
Tako# ke TexHojorueii. 9to abopesuarypa «Wi-Fi». Takoe Ha3zBaHuEe ObLIO JaHO



C HAMEKOM Ha CTaHIApT BbICIICH 3BYKOBOW TexHMkH Hi-Fi, uro B mepeBoze
O3HAYAET «BBICOKASI TOYHOCTHY.

Ja, GecrutaTHBI MHTEPHET-TOCTYII B Kae, OTENISIX M adpornopTax sSBISCTCS
OTJIUYHOW BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIEepThl CUHUTAIOT,
gto obmienoctynubie Wi-Fi cetn He sBISIOTCS 0€30MaCHBIMH.

CoBeTslI 110 0€301MacHOCTH pabOThI B 001 0CTYMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoto Ju4HYyI0 HH(OpMaIHio yepe3 obrienoctynHbie Wi-
Fi cetn. PaGoTast B HHX, >KeJaTCIIbHO HE BBOJIUTH MApOJIM JOCTYIA, JOTHHBI U
KaKue- TO HoMepa;

2. ictionp3yi 1 OOHOBIISIM aHTUBUPYCHBIE MporpaMMbl U OpanaMayep. Tem
caMbIM Thl 00€30IacHIllb ce0s1 OT 3aKaYKH BHUPYyCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkmroun dynkimio «OO0mmui goctyn K ¢hai-
JaM U npuHTepam». JlanHas QyHKIHS 3aKpbiTa MO YMOJIYAaHHUIO, OJTHAKO HEKOTO-
phI€ TIOJIB30BATENIM AKTHUBUPYIOT €€ JJIsl yJI00CTBa MCIIOJIh30BaHUS B paboTe Win
yueobe;

4.He wucnons3yit myOnuunbeii WI-FI i nepegaum JIMUHBIX JTaHHBIX,
HAIPUMeED IS BBIXO/A B COUATLHBIC CETH WITH B AJICKTPOHHYIO MTOYTY;

5. Ucnonp3yi TonbKo 3amnuineHroe coeaquaenue yepe3 HTTPS, a ue HTTP,
T.¢. IpH Habope BeO-aapeca BBOAM KMEHHO «Nttps://»;

6. B moOmibHOM Tenedone otkimoun ¢pyukiuio «Iloakmouenne k Wi-Fi as-
TomMaTudecku». He momyckaili aBTOMaTH4YECKOTO TMOJKIIOUEHUs yCTPONCTBA K Ce-
tssM Wi-Fi Ge3 TBoero cormacusi.

CounalibHbIE CETH

CornuanbHbI€ CETH aKTUBHO BXOJISAT B HAITy KH3Hb, MHOTHE JIIOJIA pabOTatoT
¥ )KMBYT TaM MOCTOSTHHO, a B Facebook y»ke 3apeructpupoBal MUILTHAP] YEIIOBEK,
YTO SIBIISIETCA OJTHOW CEAbMOM BCEX KUTEJEH IUIAHEThl. MHOTrME MOJIb30BaTENIN HE
MOHUMAIOT, YTO WH(POPMAIHs, pa3MEIICHHas UMU B COIMAIBHBIX CETAX, MOXKET
OBITh HaliZicHa W WCIIOh30BaHA KEM YTOJIHO, B TOM YHCJIE HE 00s3aTeNbHO ¢ Oja-
TMMHU HAaMEPCHUSIMHU.

OCHOBHBIE COBETHI 110 OE30MTACHOCTH B COIIMATIBHBIX CETSIX:

1. Orpannub cnucok Apy3ei. Y TeOst B Apy3bsAX HE JOJKHO ObITh CIydaii-
HBIX U HE3HAKOMBIX JIIO/ICH;

2. 3amuinai cBOIO YacTHYIO u3Hb. He yka3biBaii maponu, TenedoHsl, aape-
ca, 1aTy TBOErO POXKJICHUS U APYTYIO JIMYHYIO UH(POpPMAIKIO. 3T0YMBIIUICHHUKT
MOTYT HMCIIOJL30BaTh Aake WH(MOPMAITUIO O TOM, KaK Thl U TBOM POJIUTEIH TIaHU-
pyeTe MPOBECTH KaHUKYJIBI,

3. 3ammimai CBOIO permyTaIuio - JACpXKU €€ B YUCTOTE W 3ahaBail cebe Bo-
poc: XOTeN ObI ThI, UTOOBI IPYTHE MOJIH30BATEIN BUJEIH, YTO Thl 3arpy’Kaeiib?
[Toxymaii, mpesxie 4eM 4TO-TO OMyOJIMKOBATh, HAITUCATh U 3aTrPYy3UTh;

4. Ecniv T TOBOPHIIIH C JIFOJABMH, KOTOPBIX HE 3HACIIb, HE UCIOIL3YH CBOE
peasibHOE MMS U JIPYTYIO JTUYHYIO WH()OPMAIUU: UMsI, MECTO JKUTEICTBA, MECTO
y4eObl U Ipoyee;

5. U30erait pasmenienust pororpaduii B InTEepHeTE, 1€ T M300pakeH Ha
MECTHOCTH, IT0 KOTOPOH MOKHO OTIPEICITUTh TBOE MECTOIOJIOKECHUE;

6. [Ipu peructpaiuu B CONMAIBHON CETH HEOOXOIUMO HCITOJIB30BATh CII0K-




HbIE NTAPOJIH, COCTOSIINE U3 OYKB U IIU(P U C KOJINIECTBOM 3HAKOB HE MEeHee §;

7. J1nst conuanbHOM CEeTH, TIOUTHI U APYTUX CAaWTOB HEOOXOIMMO HCIOIB30-
BaTh pa3Hble Mapoyu. Toraa eciau Te0s B3JIOMAIOT, TO 3JI0YMBIIIUICHHUKH TOJTy4YaT
JOCTYII TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpa3y.

DJIEKTPOHHBIE JICHBI'U

DONeKTpOHHbBIE IEHBIU - 3TO OYEHb YJIOOHBIA CIIOCOO IMIaTeXel, OIHAKO Cy-
IIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTST MOJYYUTh ITU JCHBIH.

DNeKTpOHHbIE JICHBI'U MOSIBUIMCH COBCEM HEJABHO MU MMEHHO M3-3a 3TOTO
BO MHOTMX FOCyAapCTBax JI0 CUX MOP HE NPOIMKUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHn (GyHKIMOHUPYIOT U O HUX YK€ MPOIMUCAHO B 3aKOHE, TJIe
UX pa3AeisilOT HAa HECKOJIbKO BUIOB - aHOHHMHBIE U HE aHOHUMHbIE. Pa3Huua B
TOM, YTO aHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi MPOBOIUTh onepauuu 0e3
uAeHTU(UKAIINY TTOJIH30BATENS, @ B HEAHOHUMHBIX UJICHTU(DUKAIUS TTOTB30BATEIS
ABJISIETCSL 00513aTEIIHLHOM.

Taxoke cienyer pa3iauyarh dJEKTPOHHbIE (PUATHBIE JEHBIU (paBHBI roCyaap-
CTBEHHBIM BaJIOTaM) U BJEKTPOHHbIE He(dHuaTHbIE NEHBI'M (HE PaBHBI roCylap-
CTBEHHBIM BaJIIOTaM).

OcCHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AIEKTPOHHBIMU JIEHbraMU:

1. IlpuBsiku K cueTy MOOWIBHBIN TenedoH. ITo caMblii YIOOHBIM U OBICT-
pBIif CIOCOO BOCCTAHOBUTH JIOCTYM K cueTy. [IpuBsizanHbIl TenedoH MOMOXeET, ec-
au 3a0yJenib CBOW TUIATEKHBIN Maposib WM 3aiiielllb Ha CalT ¢ HE3HAKOMOTO
YCTPOMCTBA;

2. Ucnone3yit ogHopasoBeie napoiau. Ilocie nepexona Ha yCUIEHHYIO aBTO-
pu3zanuio Tebe yxe He OyJeT yrpoxkaTh OMacCHOCTh KPaKu WM MepexBaTa IaTex-
HOT'O IapoJIs;

3. Boibepu cnoxsbiii mapons. IlpectymHukam OyneT HE MPOCTO yrajaTh
CJIOXHBIN naposb. HagexHble maposu - 3T0 napoiu, KOTOpbIEe COAEpKaT HE MEHEe
8 3HAKOB M BKJIIOYAIOT B c€0s1 CTPOUYHBIE U MPOMHUCHBIE OYKBBI, HUPPbI U HECKOIb-
KO CHMBOJIOB, TaKM€ KaK 3HaK Jaoiuiapa, (yHTa, BOCKIMUATEIbHBIM 3HAK U T.II
Hampumep, $tROng!;;

4. He BBOJM CBOM JINUHBIC JAHHBIE HA CATaX, KOTOPHIM HE JOBEPSIEIIb.

DJIEKTPOHHAS I0YTa

DJIEKTPOHHAS MOYTA - 3TO TEXHOJOTHUSI U MPEAOCTABISIEMbIE €0 YCIYTU IO
NEPECHUIKE U MOJIYYCHHIO AIEKTPOHHBIX COOOIIEHUMN, KOTOpPbIE paclpeAesioTcs B
KOMITbIOTEPHOU ceTH. OOBIYHO SJEKTPOHHBIM MOYTOBBIN SIIIUK BBITJISAUT CICTY-
IOLIMM 00pa3oM: UMs_TOJB30BaTESI(@UMs_JToMeHa. Taxke KpoMe mepeaaydu mpo-
CTOTO TEKCTa, UMEETCSI BO3MOKHOCTH IepeAaBaTh (Paitisl.

OCHOBHBIE COBETHI 110 OE30IMACHOM pabOTE C IEKTPOHHOUN MOUTOM:

1. Hago BbIOpaTh mNpaBUIIbHBIA MOYTOBBIM cepBUC. B HHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIE T0BEPATH TEM,
KOI'0 3Haellb U KTO IIEPBBIN B PEUTUHIE;

2. He ykaspIBail B TuuHOM mouTe JIMUHYIO nHpopManuio. Hanpumep, mydiie
BBIOpaTh «MY3bIKaJIbHBIA (paHaT@» umu «pok2013» Bmecto «remal3y»;

3. Hcnonw3yit nByXdTalHYIO0 aBTOPU3AIMIO. DTO KOT/Ia MOMUMO MapoJis
HY’KHO BBOJHUTD KOJI, TPUChUTIaeMbIi 10 SMS;




4. BeiOepu CHOXHBIN Mapoiib. J[7s KakIOoro MOYTOBOTO SIIUKA JIOJDKEH
OBITH CBOM HAJCKHBIN, yCTOWYUBBIN K B3JIOMY TapOJIb;

5. Ecnu ecTh BO3MOXHOCTh HamucaTh CaMOMY CBOW JIMYHBIA BOINPOC, HC-
MOJIB3YH 3Ty BO3MOKHOCTb;

6. Mcmonp3yli HECKOJIBKO TOYTOBBIX SAIIMKOB. [lepBbId 11 yacTHOM mepe-
MUCKH C aJipecaTaMy, KOTOPBIM Thl JIOBEpsELIb. ITO 3JIEKTPOHHBINA aJpec HE HAZl0
UCIOJIb30BaTh IIPU PErvCcTpallui Ha popyMax U canTax;

/. He oTkpbiBail Qaitibl U Apyrue BIOKEHUS B MUCbMAaX, JaXKe €CIU OHU
IOPUIILIKA OT TBOUX Apy3el. Jlydlie yTo4HM y HUX, OTIPABISIIN JU OHU TeOe ITU
(baiibr;

8. Ilocne okoHuaHus pabOTHI HAa TOYTOBOM CEPBUCE TEPEN 3aKPHITHEM
BKJIQJIKH C CAUTOM He 3a0y/1b HaXKaTh Ha « BBIATHY.

KuGepOyIanHr niiv BUPTYaTbHOE U3/1€BAaTENbCTBO

KubepOynnuHr - npecienoBanne COOOMICHUSIMH, COAEPKAIUMUA OCKOpOIIe-
HUSI, arpeCcCHI0, 3allyTMBaHKE; XyJIUTaHCTBO; COLUAIbHOE OOMKOTUPOBAHME C TIO-
MOILBIO PA3IUYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 10 00pHOE ¢ KHOEPOYIITMHTOM:

1. He Opocatics B 0oi. Jlyumunii cnoco0: mOCOBETOBATHCS Kak ce0s BECTH H,
€CJIM HET TOro, K KOMy MOKHO OOpaTUThCs, TO BHadajle YCIOKOUTbCA. Eciu Thl
HaYyHeIlllb OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJEHUsS, TO TOJBKO elie OoJibliie
PazoAOKeIIb KOH(IIUKT;

2. YnupaBisii cBoei KubeppenyTaruei;

3. AHOHUMHOCTh B ceTh MHHMMas. CyIIeCTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XYJWTaHCKUA 00pa3 BUPTyaJbHOHM >ku3HU. MHTEpHeET
(¢uKcHpyeT Bce TBOM JEHCTBUSA M COXpaHSET MX. YAAIUTh UX OyneT KpailiHe 3a-
TPYHUTEIBHO;

5. Colmronaii cBOO BUPTYaJIbHYIO Y€CTh CMOJIOAY;

6. Urnopupyil enuHuyHbIi HeraTuB. OHOPA30BbIE OCKOPOUTEIBHBIE COO0-
HICHUS JTydllle UrHopupoBaTh. OOBIYHO arpeccHsi MpekpamniaeTcss Ha HadalbHOU
CTaJuu;

/. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIMU, B
COILIMAJIBHBIX CETSIX €CTh BO3MOKHOCTh OJIOKHUPOBKU OTITPABKH COOOIIEHUI C OTpe-
JICJICHHBIX aJIPECOB;

8. Ecnu 161 cBUneTeh KUOSpOyUMHTA. TBOM AEUCTBUS: BHICTYUTH POTUB
IIpeciIeI0BaTENsl, TOKa3aTh EMY, YTO €ro JE€HCTBUS OLICHUBAIOTCS HEMATUBHO, MOJI-
JIEpKaTh KEPTBY, KOTOPOM HyKHa ICHUXOJIOTMYECKasi MOMOIIb, COOOLUIUTh B3pOC-
JBIM O (paKTe arpecCUBHOTO MOBEJICHUS B CETH.

MoO6unbHbI# Tenedon

CoBpeMmeHHbIE CMapTQOHBI W IUIAHIIETHI COJEp)KaT B ceOe BIOJHE
B3pOCIbIN (yHKIIMOHAN, U TeTIEph OHU MOTYT KOHKYPHPOBAaTh CO CTAI[MOHAPHBIMU
KoMIibtoTepamu. OHAKO, CPEACTB 3AIIMTHI 1JIs1 MOJOOHBIX YCTPOUCTB MOKAa OYEHb
Mano. TectupoBaHMEe M TIOMCK YSA3BUMOCTEl B HHMX MPOUCXOJUT HE TakK
MHTEHCUBHO, Kak 11 EIK, To e camoe kacaeTcs U MOOUITbHBIX TPUIIOKEHUM.

CoBpeMeHHble MOOUITbHBIE Opay3ephl YK€ NMPAKTHYECKH JOTHAIU HACTOJb-




Hbl€ aHAJOIH, OJHAKO pacllMpeHHe (PyHKIMOHaNa BJEYeT 3a cOOON OOJBIIYIO
CJIOKHOCTh M MEHBIIIYIO 3aIHIIEHHOCTb.

Jlaneko He BCe MPOM3BOAMUTEIM BBITYCKAIOT OOHOBJICHHUS, 3aKpPbIBAIOLINE
KPUTHUYECKUE YS3BUMOCTH JIJISl CBOMX YCTPOUCTB.

OCHOBHBIE COBETHI JIj1s1 0€30MaCHOCTH MOOUIILHOTO TelieoHa:

Huuero He siBnsieTcs mo-HaCTOAIIEMY O€CIUIaTHBIM. byab OCTOpOXEH, BEIb
Korja Tebe mpeajaratoT OecrIaTHbIi KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKue-
TO MJIATHBIE YCIYTH;

Hywmaii, pexxae yeM otnpaButb SMS, ¢oto unm Buaeo. Thl TOUYHO 3HACIID,
r7ie OHU OyyT B KOHEUHOM UTOTrEe?

Heobxoarmo 0OHOBIIATH ONEPAIIMOHHYIO CHCTEMY TBOETO cMapT(hOHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JISI MOOMIJIBHBIX TeJIe(OHOB;

He 3arpyxaii npuioXeHus OT HEM3BECTHOIO MCTOYHMKA, BEAb OHU MOTYT
COJZIEpKaTh BPEIOHOCHOE MTPOTrPaMMHOE 00ECTIeUeHUE;

[Tocne Toro kaxk Thl BBIAJEHIb C caiiTa, A€ BBOAWI JIMUYHYIO MH(OPMALUIO,
3ali;Ti B HACTPOUKH Opay3epa u yaanu Cookies;

[lepunonnyecku mpoBepsid, KaKUe MJIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBaii cBOl HOMep MOOWJIBHOTO TeledoHa TOJNBKO JIOASM, KOTOPBIX ThI
3HACIllb U KOMY JIOBEPSCIIb;

Bluetooth nomkeH ObITH BBIKJIIOUEH, KOTJIa Thl UM HE TMOJIb3yelbes. He 3a-
ObIBaif MHOTIa TTPOBEPSITH ITO.

Online urpsr

CoBpeMEeHHbIE OHJIAWH-UTPBI - 3TO KPaCOUYHbIE, 3aXBaThIBAIOIIME pa3Biieye-
HUs, OOBEIUHSIOIINE COTHU ThICSY YEJIOBEK MO BceMy mMupy. Urpoku uccieayror
JAHHBIM UM MUp, OOLIAIOTCA JIPYr ¢ APYTOM, BBINOJHSIOT 3aJaHUsl, CpakaroTcs ¢
MOHCTPAaMH M MOJYYaloT ONBIT. 3a YJOBOJBCTBHE OHHU IUIATAT: MOKYMAOT AMCK,
OIIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KaKUe-TO OMLHUH.

Bce a1t cpenctBa MayT Ha MOAJIEpKAaHUE U Pa3BUTHE WUIPhI, a TAKXKE Ha
camy O€30IaCHOCTh: COBEPILICHCTBYIOTCS CHUCTEMbl aBTOPHU3ALIUM, BBIITYCKAKOTCS
HOBBIE TaTuM (UUGPOBBIE 3aIUIATKU JJIsl MPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH
CEPBEPOB.

B momoOHBIX Wrpax CTOMUT OmacatbCcs HE CTOJIBKO CBOMX COINEPHHUKOB,
CKOJIBKO Kpa)XM TBOErO IapoJjisi, Ha KOTOPOM OCHOBaHAa CHCTEMA aBTOPU3ALUU
OOJIBILIMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30MIaCHOCTH TBOETO UTPOBOTO aKKAYyHTA!

1. Ecnu npyroi urpok BeaeT ce0sl MI0X0 WK co3aaeT Tebe HeMPUSITHOCTH,
3a0JI0KHpYHl €To B CIIUCKE UTPOKOB;

2. Tloxanyiics aMUHUCTPATOPaM UTPhI HA IJIOXOE MOBEJICHUE 3TOTO UTPO-
Ka, XKeJIaTeJIbHO MPUIOKHUTh KaKHe-TO J0Ka3aTeIhCTBA B BUJIE CKPUHOB;

3. He yka3wiBaii muunyto nHbOpMaIio B mpodaiiie urpsr;

4. VYBaxail Ipyrux y4aCTHUKOB I10 UT'PE;

5. He ycranaBnuBail HeopuIIUATbHBIC TATYA U MO/IBI;

6. Hcnomnp3yi CIOKHBIE U pa3HbIe APOJIH;

7 Jlaxxe BO BpeMst UTPbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. [Ioka Thl urpa-



€Illlb, TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIMHT WIN Kpayka JTUYHBIX JIAHHBIX

OOBIYHOM KpaXkel JCHET M JTOKYMEHTOB CETO/HS YK€ HUKOTO HE YyJIMBHIIIb,
HO C Pa3BUTHUEM HHTEPHET-TEXHOJIOTMH 3JI0YMBIIUICHHUKN MMEPEMECTUINCH B HH-
TEPHET, U MPOJIOJKAOT 3aHUMATHCS «ITHOOUMBIMY JIEJIOM.

Tak mosiBUNlach HOBasi yrpo3a: UHTEPHET-MOIICHHUYECTBA WJIM (DUILUHT,
TJIaBHAs 11€JIb KOTOPOTO COCTOUT B MOTYUYEHUH KOHPUACHIIMATBHBIX JAaHHBIX MOJIb-
30BaTesICH - JIOTMHOB W naposieid. Ha anrmuiickoM si3eike phishing yuraercst kak
¢ummnr (ot fishing - peiOHas o, password - mapos).

OcHOBHBIE COBETHI IO 00PHOE € (HUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecnu Thl mojo3peBaeiiib, 4TO TBOSI aHKETa
Obl1a B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKMPOBATH €€ M COOOIIUTH aAMUHUCTPATO-
pam pecypca 00 3TOM KaK MOXKHO CKOpEe;

2. Uctionw3yit 6e3omacHbie BEO-CalThl, B TOM YUCJIEC, HHTEPHET-Mara3uHoB 1
MOUCKOBBIX CUCTEM;

3. Ucnonp3yil CloKHBIE M pa3Hble Mapoiu. TakuMm oOpazom, eciu Teds
B3JIOMAIOT, TO 3JI0YMBINUICHHUKHU MOJYyYaT AOCTYH TOJBKO K OJHOMY TBOEMY IPO-
¢buIto B ceTH, a HE KO BCEM;

4. Ecnu Te0st B3IOMaNM, TO HEOOXOAMMO MPEAYNPEAUTH BCEX CBOMX 3HAKO-
MBIX, KOTOpbIE TOOABJIEHBI y TEOS B JIPY3bsX, O TOM, YTO T€Os B3JIOMAIH U, BO3-
MO>XHO, OT TBOETO MMEHU OYIET pacchUIaThCA CIaM U CChUIKA Ha (UIITMHTOBHIE
CalThI;

5. Ycranosu HanexHbii naponb (PIN) Ha MoOuIbHBIH TenedoH;

6. OTkiroun coxpaHeHue napoJs B Opaysepe;

7. He oTkpbiBaii (paityibl ¥ Apyrue BIOKEHHS] B MUChMax, NAXe €CIIH OHU
OPUIUIM OT TBOUX JApy3el. Jlydilie yTOYHU y HUX, OTOPABISUIM JU OHU TeOE 3TU
(aiibl.

Hudposas penyTrarus

[udpoBas penyTainus - 3TO HETaTHUBHAs WM MO3UTHUBHAs WMHGOpMaLus B
cetu o Tebe. Kommpomerupyromas napopmaiiusi, pasMmeiieHHas B MHTEPHETE, MO-
KET CepbEe3HBIM 00pa30M OTPa3UThCA HA TBOEH peanbHOU xu3HU. «[{udposas pe-
nyTalus» - 3TO TBOM MUMHJK, KOTOPBIA dopmupyeTcs U3 uHpopmanuu o tede B
WHTEpHETE.

TBOe MecTo KUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE MOJIOKEHHE, OCOOCHHO-
CTH XapaKTepa M paccKasbl O OJIM3KHX - BCE ITO HAKATIUBACTCS B CETH.

MHoTrHe moapOCTKH JETKOMBICIEHHO OTHOCSATCS K IMyOJMKAIIUW JTHIHOW WH-
dbopmanuu B NHTEpHETEe, HE MOHUMAsI BO3MOXKHBIX MOCHEACTBUNM. Thl maxe He
CMOJKEIIb JIOTafaThCsi 0 TOM, 4TO (hoTorpadus, pa3MelleHHas S5 JIeT Ha3aja, craja
MPUYUHON OTKAa3a MPUHATH TE€Os Ha padoTy.

KommenTtapuu, pasmernienne TBouX GoTtorpaduit u Apyrue AMCTBUS MOTYT
HE MCYE3HYTh JAXKE MOCIe TOr0, KaK Thl UX yJaldullb. Thl HE 3HAECUIb, KTO COXpa-
HWI 3Ty UHGOPMAIHUIO, TOMaia JU OHa B MOMCKOBBIE CUCTEMBI H COXPAaHHUIIACH JIN
OHa, a IJIaBHOE: YTO MOAYMAIOT O Te€OE OKpy:)KaroUlue JII0JM, KOTOpPble HAWIYT U
yBUIAT 3T0. HailT nH(popmauio MHOTO JIET CITYCTs CMOXET JH000i - KaKk u3 100-
pBIX TTOOYXKJICHUM, TaK U ¢ HAMEPEHUEM MPUUYUHUTH BpeJ. ITO MOXKET OBbITh KTO




YTOJHO.

OCHOBHBIE COBETHI 110 3alIUTE HU(PPOBOM permyTaluu:

1. ITonymaii, mpexzae 4yeM 4YTo-TO IyOJMKOBaThb M NepenaBarh y cels B
OJi0re WK B COLIUATILHON CETH;

2. B mactpoiikax mpoduias yCTaHOBH OTpaHHUYEHHUS HA MPOCMOTP TBOETO
npo(uII U €ro COAEPKUMOTO, CAENIal €ro TOJIBKO «IUISl Ipy3ei»;

3. He pa3memaii u He yka3biBail H”HGOpPMALIMIO, KOTOPast MOXKET KOro-Iu0o
OCKOPOJIATH WJIK OOUKATh.

ABTOpCKOE MPABO

CoBpeMeHHbIE MIKOJbHUKH - AKTHBHBIE IMOJIb30BATENN LHUQPPOBOrO IMPO-
cTpaHcTBa. OQHAKO JAJIEKO HE BCE 3HAIOT, YTO NOJIb30BAHUE MHOIMMHU BO3MOKHO-
CTIMU U(PPOBOrO MHpa TpeOyeT COONIOJCHUS MPaB Ha WHTEUICKTYaJIbHYIO COO-
CTBEHHOCTb.

TepMun «uHTEIUIEKTYya bHasi COOCTBEHHOCTH» OTHOCHUTCS K Pa3iIHMYHbIM
TBOPEHUSIM YEJOBEYECKOTr0 yMa, HaUYMHAs C HOBBIX M300pETEHHUI U 3HAKOB, 000-
3HAYAKOIIKUX COOCTBEHHOCTh HA MPOIYKTHI M YCIYTH, U 3aKaHYMBasi KHUTramu, Qo-
TorpadusaMu, KHHOPUIbMaMU U My3bIKaJIbHBIMHU POU3BEACHUSIMHU.

ABTOpCKHE TMpaBa - 3TO IpaBa HAa HUHTEJUIEKTYyaJbHYI0 COOCTBEHHOCTh Ha
MPOU3BEJCHUSI HAYKHU, JTUTEPATypbl U UCKYCCTBA. ABTOPCKHE IpaBa BHICTYMAIOT B
KaueCTBE rapaHTHU TOTO, YTO MHTEJUICKTYaJIbHBIA/TBOPUECKUH TPyl aBTOpa HE Oy-
JIET HaIlpacHbIM, JACT €My CIpaBeIJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3ybTa-
Tax CBOEr0 TPyJa, MOJIYYUTh U3BECTHOCTb U npu3HaHue. Hukro 0e3 pasperieHus
aBTOpa HE MOXKET BOCHPOU3BOAMUTH €r0 MPOU3BEIECHUE, PACIPOCTPAHATD, MyOIHy-
HO JIEMOHCTPHUPOBATh, MPO/IaBaTh, UMIIOPTUPOBATH, IIyCKaTh B MPOKAT, IMyOJIUYHO
UCTIOJHSATH, MTOKa3bIBATh/UCIIONHATH B 3dUpe WK pa3MeniaTtsh B IHTepHeTe.

Hcnonb3oBaHue «IUPATCKOr0» MPOrPaMMHOI0 00€CIIEYEeHUsI MOKET MpUBe-
CTM K MHOTMM pPHCKaM: OT MOTE€pPHU JaHHBIX K TBOMM aKKayHTaM 10 OJIOKMPOBKH
TBOEr0 YCTPOMCTBA, I/I€ YCTAaHOBJIEHA HelerajipHas nporpamma. He crout Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETAJbHbIE U O€CIUIaTHbIE MNPOTrpamMMbl, KOTOPbIE
MOYKHO HAUTHU B CETH.

O noprane

CeteBuyoK.p¢ - TBOM IIaBHBIA COBETYMK B CETH. 3J€Ch Thl MOXKEIIIb Y3HATh
0 0€30MacCHOCTH B CETH MOHATHBIM U JOCTYIHBIM S3bIKOM, a IPU BO3ZHHUKHOBEHUU
KPUTUYECKON CHUTyallud OOpaTUThCS 3a COBETOM. A TakKe MPUHATH ydacThe B
KOHKYpCax M CTaTh CaMbIM IIU(POBBIM IpaskIaHUHOM !




