WH®OPMALIMOHHAS IAMSITKA
151 OBYUAIOLMXCS 1151 PA3SMELEHUS
HA O®ULUAJBLHBIX UHTEPHET-PECYPCAX

C KaxapIM TOJOM MOJIOJICKM B HWHTEPHETE CTAaHOBUTHCS Ooublie, a
IIKOJIbHUKM OJHW W3 CaMbIX AaKTUBHBIX MoOJib3oBaTenen Pynera. Mexny tew,
MIOMUMO OTPOMHOT0 KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET U TPOOIeMbl. JTa
naMsTKa JI0J>KHA MOMOYb Te0e 6e301acHO HaXOIUThCS B CETH.

KomnproTepHbie BUPYChI

KomnproTepHblii BUPYC - 3TO Pa3HOBUAHOCTh KOMITBIOTEPHBIX MPOTrpPaMM,
OTJIMYUTEIHHOU 0COOCHHOCThIO KOTOPOU SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHne K 3TOMY, BUPYChl MOTYT MOBPEAUTH WU MOJHOCTBIO YHUUYTOKUTH
BCe (pailsibl U JaHHBIE, OJKOHTPOJBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa
3almynieHa 3apaK€HHash Mporpamma, a TaKXKe MOBPEIUTh WM JaKe€ YHUUTOXKHUTh
ONEpPallMOHHYI0 CHCTEMY CO BceMHU (aiiamu B LEeJIoM. B OOJIBIIMHCTBE CilydaeB
pacIpOCTPaHSAIOTCSA BUPYCHI YEPE3 UHTEPHET.

MeToabl 3aIUThl OT BPEAOHOCHBIX TPOrPAMM:

1. MUcnionb3yii COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMbI, IMEIOIUE CEPbE3HBIM
YPOBEHb 3aIIUTHI OT BPEJOHOCHBIX MPOTPaMM;

2. llocrossHHO YycTaHaBiaMBail nautu (UKM(pOBBIE 3aIUIATKH, KOTOpPbHIE
aBTOMATUYECKU YCTAaHABJIMBAIOTCS C LEIbI0 JOPAa0OTKM MNpPOTpamMMbl) U JIpYyrHe
OOHOBJIEHUS CBOEH ONepaliioHHOM cucTeMbl. CkaunBail X TOJIBKO C OPUIIHATIBHOTO
caifra pa3paborunka OC. Ecnu cymecTByeT pekxuM aBTOMaTHUYECKOI0 OOHOBIICHUS,
BKJIFOYH €T0;

3. PabGoraii Ha cBoeM KOMIBIOTEPE TOJ TMpaBaMH TMOJb30BATENsA, a HE
aJIMUHUCTpAaTOpa. OTO HE IMO3BOJUT OOJBLIIMHCTBY BPEJOHOCHBIX MPOrpaMm
WHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonb3yll aHTUBHPYCHBIE NPOTPaMMHBIE MPOAYKTHl H3BECTHBIX
MPOU3BOIUTEIIEH, C aBTOMATHYECKUM OOHOBIIEHHUEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIIBIOTEPY AJISI IOCTOPOHHUX JIUIL;

6. Mcnonb3yil BHEIIHWE HOCUTEIW MH(OpMAIUK, Takue Kak (Quiellka, JUCK
WK (ailn U3 MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB,;

7. He oTkpbIBali KOMIBIOTEpHBIE (ailyibl, MOJTYYEHHBIE W3 HEHAJIEKHBIX
ucTOUYHUKOB. Jlaxke Te (pailyibl, KOTOpBIE MpUCal TBOM 3HAKOMBIH. Jlydiie yrouHu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He Bu nepenaun JaHHBIX, HE TEXHOJOTHS, @ BCETrO JIUIIb OPCHI,
mapka. Eme B 1991 rony Humepianiackas KOMMaHHUS 3aperUCTpUpoOBalia OpeHI
"WECA", uto o6o3Hauasio cnoBocouetanue "Wireless Fidelity", xoTopsiii
MepeBOIUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Haiero BpeMeHH JIoluia apyras abopeBuarypa, KoTopas sSBISETCS TaKOU
Ke TexHojiorueil. Oto abbpeuatypa "Wi-Fi". Takoe Ha3BaHue OBLUIO JaHO C



HaMEKOM Ha CTaHAApT BbIcIIeH 3BykoBo# TexHuku Hi-Fi, uto B mepeBoae o3nauaer
"BBICOKAsi TOYHOCTB .

Ja, OecryaTHBIM MHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sBISAETCS
OTJIMYHOM BO3MOKHOCTBIO BbIX0/1a B UHTepHET. HO MHOTHE 3KCTIEPTHI CUUTAIOT, UTO
obmenoctynusie Wi-Fi cetu He sSIBISIOTCS O€3011aCHBIMH.

CoBeTbl 110 0€3011aCHOCTH pabOTHI B 00IIE0CTYIHBIX ceTsax Wi-fi:

1. He nmepenaBaii cBOIO JIMUHYIO HHPOPMAIIHIO Yepe3 obmienoctynHubie Wi-Fi
cetu. PaboTas B HUX, JKeJlaTeJIbHO HE BBOJAUTH MapoJiv JAOCTYIIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Ucnonb3yit 1 0OHOBJISIIT aHTUBUPYCHBIE MTPOrpaMMbI U OpaHamayep. Tem
caMbIM ThI 00€30Maculllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPONCTRBO;

3. IIpu ucnonszoBanun Wi-Fi otkimroun ¢pynkimro "O06muit qoctyn K Qaitnam
u npuHTepam". JlaHHas (yHKIOMS 3aKphIiTa MO YMOJYAHUIO, OJTHAKO HEKOTOPHIC
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIIOJIb30BaHUs B paboTe win yueoe;

4. He wucnons3yit myonuunsii WI-FI nns mepenaun JUYHBIX JTaHHBIX,
HaIrpuMep ISl BBIXO/Ia B COLIMANIBHBIE CETH WU B AJIEKTPOHHYIO MOYTY;

5. Mcnonb3y#t ToJIbKO 3amuiieHHoe coeaunenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B moOunsHOM Tenedone otkmoun (ynkiuio "Tloakmouenue k' Wi-Fi
apToMarnuecku'. He momyckail aBTOMaTHMYECKOTO MOJKIIOYEHUS YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

CormanbHbie ceTH

CounayibHbI€ CETU aKTUBHO BXOJIAT B HAIIly KW3Hb, MHOTHE JIFOAU PabOTAIOT
U JKUBYT TaM IMOCTOSIHHO, a B Facebook yike 3apeructpupoBan Musinapa 4ejioBek,
9TO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEIIEH IUIaHeThl. MHOTHE MOJIL30BaTEIN HE
MOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHass UMU B COIIMAIBHBIX CETAX, MOXKET
ObITh HalJeHAa W MCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeNIbHO C
OJlaruMu HAMEPEHUSIMU.

OcHOBHBIE COBETHI IO 0€30MACHOCTH B COITMATBHBIX CETSIX:

1. Orpanuyb CUCOK apy3eil. Y TeOs B APY3bsiX HE JOIKHO OBITH CITy4alHbBIX
Y1 HE3HAKOMBIX JIIOJICH;

2. 3ammiaid CBOIO YacTHYIO W3Hb. He ykaspiBail maposu, TenedoHsI,
aapeca, JaTy TBOEro POXICHUS H  JIPYryl0 JMYHYIO  HHGOPMAIIHIO.
3JI0YMBIIIUICHHUKH MOTYT UCIIOJB30BaTh Jaxe MHPOPMAIIUIO O TOM, KaK Thl U TBOU
POJUTENH TUIAHUPYETE MPOBECTH KAHUKYJIbL;

3. 3amuiiail CBOIO pemyTaluio - AEp>KU €€ B YUCTOTE U 3a7aBail cede BOMpoc:
XOTeJ OBl Thl, YTOOBI APYrMe IOJIL30BATEIU BHJIEIU, YTO Thl 3arpyxaeuib?
[Toxymaii, mpexie 4eM 4To-TO OMyOJIMKOBATh, HAITUCATh U 3aTPy3UTh;

4. Eciia ThI TOBOPUIIB C JIKOJbMH, KOTOPBIX HE 3HACIIb, HE UCIIOIb3YH CBOE
peasibHOE MMS U JPYTYIO JUYHYI0 WH(GOPMAIMU: UMSI, MECTO JKUTEIHCTBA, MECTO
yueObl U TIpoUee;

5. N3berait pazmemenus pororpaduii B IHTepHETE, T/I€ THI N300paXkeH Ha
MECTHOCTH, 110 KOTOPO MOKHO OMPEAEIUTH TBOE MECTOIOIOKEHUE;



6. Ilpu peructpauuu B COLMATBHOM CETH HEOOXOAWMO HCIOIb30BAThH
CJIOXHBIE TAPOJIH, COCTOSALIUE U3 OYKB U LIU(PP U C KOJUYECTBOM 3HAKOB HE MEHEe
8;

7. Jns  conuanbHOW CETH, TMOYTBI W JAPYrHX CaWTOB HEOOXOJIUMO
UCIIOJIb30BaTh pa3Hble maposu. Toraa ecinu Tedsi B3JIOMAIOT, TO 3710YMBIIUICHHUKA
MOJIy4aT JOCTYI TOJBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

DIIEKTPOHHBIE IEHBI U

DNEeKTPOHHBIE JEHBIU - 3TO OYEHb YAOOHBIM CMOCOO IIATEKEW, OJHAKO
CYILIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJYUYUTh 3T JICHBIH.

DNEeKTPOHHBIE IEHBI'M MOSIBUIIMCH COBCEM HEJJABHO M UMEHHO H3-3a 3TOrO BO
MHOTHX TOCyAapCTBax J0 CUX MOP HE MPOMKUCAHO MPO HUX B 3aKOHAX.

B Poccun e onr PyHKIIMOHUPYIOT U O HUX YK€ MPOIMUCAHO B 3aKOHE, T/I€ UX
pa3aenaioT Ha HECKOJIBKO BHJIOB - aHOHUMHBIC U HE aHOHHMMHbIE. Pa3Huiia B ToMm,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcss MPOBOJIUTH orepanuu 0e3
UJCHTU(UKAIINY TT0JIb30BATEINs], @ B HCAHOHUMHBIX UJCHTU(UKAIIUS MT0IH30BaATENSA
SBIIETCS 0053aTEILHOM.

Taxke cruemyer pas3nuyaTh dJEKTPOHHBIE (UaTHBIE JEHBIU (paBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M DJIEKTPOHHbIE He(dUaTHBIE JCHBIM (HE PaBHBI
roCyJapCTBEHHBIM BAIIIOTaM).

OcHOBHBIE COBETHI IO 0€30IMacHON PabOTe C INECKTPOHHBIMU JIEHBAMU:

1. IlpuBsiku K cyeTy MOOWIIbHBIN TeNePOH. ITO camblil yIOOHBIN U OBICTPHIiA
Croco0 BOCCTAaHOBUTH AOCTYyN K cuery. lIpuBsizaHHbIl TenedoH MOMOXKET, €CIH
3a0yJenip CBOM IUIATEXXHBIM Mapoib WM 3aiiellb Ha CalT ¢ HE3HAKOMOIO
YCTPOWCTBA;

2. Hcnone3yil omHopa3oBble maponu. Ilocnme mepexoga Ha YCUJIEHHYIO
aBTOpHU3aLMI0 TeOe yke He OylIeT yrpokaTh OMACHOCTh KpakKH WJIM IepexBaTa
MJIATEKHOTO MaAPOJIS;

3. Boeibepu cnoxnbiii maponb. [IpectymHukam OyneT HE MPOCTO yraaarhb
CJIOKHBIN mapoiib. HagesxHble mapoJid - 3TO Mapo, KOTOPbIE COAEPKAT HE MEHEE
8 3HAKOB M BKJIIOYAIOT B C€0s1 CTPOUYHBIEC U MTPOMKUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO
CUMBOJIOB, TaKue€ KaK 3HAK JoJiapa, (yHTa, BOCKJIMIATENBHBIM 3HAK W T.II.
Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE IOBEPSIEIIb.

DJIEKTPOHHAS MTOYTa

DIIEKTPOHHAS IOYTa - 3TO TEXHOJIOTHS U NMPEIOCTABIIEMBIE €10 YCIIYTH IO
NEPECHUIKE U MOTYUYEHHUIO JIEKTPOHHBIX COOOIIEHUI, KOTOPhIE paclpeaeiatoTCs B
KOMMBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIM TMOYTOBBIA SIIUK  BBITJSIUT
CIeIyIoIUM 00pa3oM: UMsI_TOb30BaTensi(@umMs_JomeHa. Takxe Kpome nepenadu
MPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTH TIEpe/iaBaTh (pailiibl.

OcHOBHBIE COBETHI TIO 0€30TaCHOM PabOTE C PIECKTPOHHOU MOYTOM:

1. Hago BeIOpaTh NpaBWIIbHBIA TMOYTOBBIM CEpBUC. B uHTEpHETE ecThb
OTPOMHBIN BHIOOP OECTUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIE IOBEPSATH TEM,
KOTI'0 3HACIIb U KTO MEPBBIN B PEUTUHTE;

2. He yka3pIBail B TUYHOM MoYTe JUUHYI0 HHGopMaruio. Hanpumep, mydrie
BbIOpaTh "My3bIKanbHbIN  (panat@" wim "pox2013" Bmecto "temal3";



3. Hcnonp3yil ABYX3TANHYK aBTOPU3AIMIO. JTO KOTJa MOMUMO MapoJs
HY>KHO BBOJUTH KOJI, TPUChUIaEMBbII 0 SMS;

4. BriOepu CIOXKHBIN Maposib. sl KaxXa0ro MoYTOBOIO SIIIKKA I0JKEH OBbITh
CBOM HAJICKHBII, YCTOMYUBBIN K B3JIOMY MapOJib;

5. Eciaum ecTp BO3MOXXHOCTH HamucaTbh CaMOMY CBOW JIMYHBIM BOIPOC,
UCIIOJIB3YH 3Ty BO3MOKHOCTB;

6. Hcronp3yil HECKOJIBKO MOYTOBBIX SIIIUKOB. IlepBBIil 1jisi YacTHOM
MEPEINUCKU C aJipecaraMu, KOTOPHIM Thl JOBEpsiClb. JTO AJIEKTPOHHBIN ajpec He
HAJI0 UCTIOIH30BATh MPU PETUCTPAINHN Ha OopyMaxX U CalTax;

7. He oTkpbiBaii (haiiiipl U Apyrue BIOKEHHUS B MUChMax, JaKe €CIU OHH
NPUIUIM OT TBOUX Jpy3el. Jlyule yToOuHM y HHMX, OTIPABIISUIM JUM OHU TeOE ATH
Gaitnbr;

8. Ilocne okoHuaHusi paOOThI HAa IMOYTOBOM CEPBUCE TMEpEi 3aKpbITUEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BeiidTh".

KubepOymuiuHr unu BUPTYyaabHOE U3/€BATEIBCTBO

KubepOymuHr -  mpeciieqoBaHWE  COOOIICHUSIMU,  COJIEpPIKAIIUMHU
OCKOpOJIeHMS, arpeccuio, 3aIyTUBaHUE; XYJIUTaHCTBO; COIIMAJIbHOE
OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTHHTOM:

1. He Gpocaticsa B 60ii. JIydmmii crmoco6: mocoBeToBaThCA Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMYy MOKHO OOpaTUThCS, TO BHA4ajl€ YCIOKOUThCSA. Eciu Tbl
HayHEIIb OTBEYATh OCKOPOJEHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO emie OoJibliie
pa30AOKeIb KOH(IIHKT;

2. Yupapisi cBoell kubeppemnyTauuei;

3. AHOHMMHOCTh B ceTH MHUMAas. CyIlIeCTBYIOT CHOCOOBI BBISICHUTBH, KTO
CTOMT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyNHMraHCcKuil oOpa3 BUPTyalbHOU >ku3HU. MHTEepHET
(buKCUpyeT BCe TBOM JEHUCTBHS W COXpaHSIET UX. YJIUTh UX OyIeT KpaitHe
3aTPYJHUTEIIBHO;

5. Cobnronail CBOIO BUPTYaIbHYIO YECTh CMOJIOY;

6. WrHopupyi eaumHuuHbIi HeraTtuB. OHOpPa30BbIE OCKOPOUTEILHBIC
COOOIICHHMS JTyuIlie UTHOpUpOoBaTh. OOBIUHO arpeccus MpeKpariacTcs Ha Ha4albHON
CTaJuu;

7. ban arpeccopa. B mporpamMax oOMeHa MTHOBEHHBIMU COOOIICHUSIMU, B
COITMATIBHBIX CETAX €CTh BO3MOXHOCTh OJIOKUPOBKH OTIIPABKH COOOIIECHUN C
ONPEAECICHHBIX aJIPECOB;

8. Ecnu ThI cBUaeTeNnb KMOEepOyuMHra. TBOU NEMCTBUS: BHICTYIUTh MPOTUB
npeciieioBaTens, MOoKa3aTh €My, 4YTO €ro JACHCTBUS OILICHUBAIOTCSI HETATHUBHO,
MOJAJACPKaTh JKEPTBY, KOTOPOH HY)KHA IICUXOJIOTHYECKAash MOMOIb, COOOUIUTH
B3pPOCIBIM O (haKTe arpecCUBHOTO TTOBEJICHHS B CETH.

MoobwunbHbI# Tenedon

CoBpeMeHHbIe CMapTQOHBI U TIAHIIIETHI COJIEPXKAT B ce0€ BIOJHE B3POCIBIN
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMH
KoMIibroTepamMu. OHAKO, CPEACTB 3AIIUTHI JIJIs1 TIOJJOOHBIX YCTPONUCTB TIOKA OYEHB



Mazo. TecTupoBaHHe U MOUCK YSA3BUMOCTEN B HUX IPOUCXOJANUT HE TAK MHTEHCUBHO,
kak aia [1K, o ke camoe kacaeTcsi 1 MOOMIIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ MNPaKkTUYECKH JIOTHAIU
HACTOJIbHBIE AaHAJOTH, OJIHAKO paclIMpeHue (QyHKIMOHAla BIe4YeT 3a coOoM
OOJIBIIYIO CIIO)KHOCTb Y MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMTENM BBITYCKAIOT OOHOBJICHUS, 3aKPbIBAIOIIHE
KPUTHUYECKUE YSI3BUMOCTH JIJISl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIIBHOTO TenedoHa:

Hudero He sBnsercs mo-HacTosmeMy OecruiaTHbIM. Byns octoposkeH, Beqb
Korja Tede mpeayaratoT OeCIUIaTHbII KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO IUIATHBIE YCIYTH;

Hywmaii, mpexae uem oTnpaBuTh SMS, doto wmm Bugeo. Tl TOUHO 3HACIIID,
r7e OH1 OyTyT B KOHEYHOM UTOTE?

Heo0xoaumMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcnonp3yit aHTUBUPYCHBIE IPOIPaMMBI JJIsI MOOMJIBHBIX TENE()OHOB;

He 3arpyaii npuIoKeHUsI OT HEU3BECTHOIO MCTOYHUKA, BEJb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTICUEHHUE;

[Tocne Toro Kaxk Thl BBIIELIL C CaiiTa, I/Ie BBOAWI JIMUYHYIO UHPOPMAIHIO,
3aiiIn B HACTPOMKHU Opay3epa u ynanu cookies;

Ilepuonnuecku MpOBEPSIi, KAKME IUIATHBIE YCIIYTM aKTUBUPOBAHbI HA TBOEM
HOMEpE;

JlaBaii cBOMl HOMEp MOOWJIBHOTO Tele(OHAa TOJBKO JIOJASAM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEPSEIb;

Bluetooth momkeH ObITH BBIKIIIOUEH, KOTZa Thl UM HE MoJb3yemibes. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpst

CoBpeMEHHBIE  OHJIAWH-UIPBI - 3TO KPAacOYHbIC, 3aXBaThIBAIOLIUE
pa3BieUeHUsl, OOBbEIUHSAIONIME COTHH ThICSY YEJOBEK MO BceMy mupy. Urpoku
UCCIIEYIOT JTaHHBIM UM MHp, OOLIAIOTCS APYT C APYrOM, BBINOJHSIOT 3a/laHusl,
CPAKAIOTCS C MOHCTPAMM M TIOJYy4YarOT ONBIT. 3a YJOBOJBCTBUE OHM ILIATAT:
MOKYTAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT WM MIPUOOPETAIOT KaKHe-TO OILUU.

Bce atu cpeacTBa MAYT Ha NOMJAEPKAHUE U PA3BUTHE UI'PBI, & TAK)KE HA CaMy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBIITYCKAIOTCS HOBBIE
natyu (udpoBbIe 3arIaTKU JJIs1 TPOTPaMM ), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.

B n1o/100HBIX UTPax CTOUT OMACATHCS HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO
KpaXku TBOETO MapoJisi, Ha KOTOPOM OCHOBAaHa CHUCTEMa aBTOPU3AIMU OOJIbIIMHCTBA
urp.

OcHOBHBIE COBETHI IO 0€30MACHOCTU TBOETO UTPOBOTO aKKayHTA:

1. Ecnu apyroit urpok BeieT ceds TI0X0 MM CO3/1aeT TeOe HEMPUSATHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. IMoxanyiicsa aIMUHUCTPATOPaM UTPhI HA IJI0XO0€ MMOBEJEHUE ITOT0 UTPOKa,
YKeJNaTeJIbHO IPWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3biBail muunyo nHGOpMaIHio B ipodaiiine urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnmmBait HeopuITMaIbHBIC TTATYH ¥ MOJIBI,



6. Mcrionb3yil CII0KHBIE U Pa3HbIE TAPOJIN;

7. daxke BO BpeMs UTPbl HE CTOUT OTKJItOUaTh aHTUBUpYC. [Toka ThI urpaems,
TBOI KOMITBIOTEP MOTYT 3apa3UTh.

QOUIIMHT UM KPaXKa JINYHBIX TaHHBIX

OOBbIYHON Kpaskel JEHEr U JOKYMEHTOB CETOJIHS YK€ HUKOIO HE yJIUBHUIIb,
HO C pa3BUTUEM HHTEPHET-TEXHOJOTUN 3JI0YMBIIUIEHHUKA IEPEMECTUINCh B
WHTEPHET, U MPOJA0KAIOT 3aHUMAThCA "MIOOUMBIM" JEIOM.

Tax mosiBUIach HOBasl yrpo3a: MHTEPHET-MOUICHHMYECTBA WM (DUIIHHT,
TJIaBHAs 1e7b KOTOPOTO COCTOMT B TOJMYYCHUH KOH(PHACHUIMAIBHBIX JaHHBIX
MI0JIb30BAaTENEH - TIOTMHOB U napoJeil. Ha anrnuiickom si3bike phishing untaercs kak
¢ummnr (ot fishing - peibHas 0B, password - Tapob).

OcHOBHBIE COBETHI 110 O0PHOE C PUIIUHTOM:

1. Cnenu 3a cBOoMM akkayHTOM. Eciii Thl moJg03peBaclib, YTO TBOSI aHKETA
ObLIa B3JIOMaHa, TO HEOOX0IMMO 3a0JI0KUPOBATh €€ U COOOLIUTh aIMUHUCTPATOpam
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Vcnionb3yii Oe3omnacHble BeO-CaliThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Ucnonp3yit crnoxHble M pas3Hble maponud. Takum oOpa3om, eciu TeOs
B3JIOMAlOT, TO 3JIOYMBIIUIEHHUKHA IOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
npo(UIIIO B CETH, @ HE KO BCEM;

4. Ecnum TeOs B3JIOMaiM, TO HEOOXOAMMO MPEAYNPEIuTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE J100aBiEeHbI y T€OA B JIPY3bsAX, O TOM, UTO T€Os B3JIOMAJIH H,
BO3MOYKHO, OT TBOETO MMEHU OYJET pacchlIaThCs ClIaM M CChUIKA Ha (PUITMHTOBBIE
CaMThI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN TENE(OH;

6. OTKJII0YM COXpaHEHUE Maposisi B Opaysepe;

7. He oTkpbiBail (aitibl U Apyrue BIOXKEHHsS] B MUChMax, JaXe €CId OHU
OPUILLUIM OT TBOMX Jpy3eil. Jlydiie yTouHu y HHX, OTIPABJsUIM JIU OHM TeOe 3TU
(bab.

[udposas penyramnus

[udposas peryranus - 3T0 HeraTUBHAs UM IO3UTUBHAsI UHOpPMALUs B CETU
o tebe. Kommpomerupyromas nHpopMaius, pasMelleHHas B UHTEPHETE, MOXKET
CEphE3HBIM 00pa3oM OTpPa3UThCAd Ha TBOeW peanbHOM ku3HHU. "lludposas
penyTtanus" - 3T0 TBOM UMUK, KOTOPBI (popmupyercs u3 undopmanuu o Tede B
UHTEpHETE.

TBoe MecTO KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE MOJOKEHHUE,
OCOOEHHOCTH XapakTepa U paccKas3bl O OJIU3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noApOCTKU JIETKOMBICIEHHO OTHOCSTCS K NyOJUKALMM JTUYHOU
uHpopmanuu B MHTEepHETE, HE MOHKMMAsl BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXKeIIb IoTrafaThcsi O TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
MPUYUHON OTKAa3a MPUHATH T€Os HA padoTy.

KommenTapuu, pazmenienue TBoux ¢otorpaduii U Ipyrue AeUCTBUS MOTYT
HE UCYE3HYTh JJaXe IMOCIIE TOT0, KaK Thl X YAAIHIIb. Thl HE 3HACIb, KTO COXPAHMII
3Ty uH(GOpMAaIIHIO, TIOTaja JIM OHA B TOUCKOBBIE CUCTEMBI U COXpPaHHUIIACh JIU OHa, a
IJIABHOE: YTO MOIYyMAIOT O TeOe OKpY’Kalollue JIOAH, KOTOpble HAWIYT U YBHUJIAT



310. HaiiTn uHOpmManuio MHOTO JIET CIyCTS CMOXKET JII00OH - Kak U3 J00pbIX
noOyXIeHUH, TaK U C HAMEPEHUEM MPUYUHUTD BPEA. DTO MOKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI O 3aIIUTE HUPPOBOH peryTallUu:

1. [Toxymaii, mpexae ueM 4yTo-To MyOJUKOBATH U MepeaaBaTh y ceds B 6iiore
WJIU B COLUAIIBHOW CETH;

2. B Hacrpoiikax mpoduiis yCTaHOBH OTPaHUYEHHUS HA MPOCMOTP TBOETO
npoduIs U €ro COACPAKUMOTro, cliesiail ero TOJAbKO "1 Apy3eit”;

3. He pa3memiaii u He yka3piBail MH(OpMALMIO, KOTOPasi MOXKET KOro-J1u0o
OCKOPOJISITh WK OOMXKATh.

ABTOpCKOE MPABO

CoBpeMEHHbIE IIKOJbHUKH - AaKTUBHBIE [OJB30BATENN  LHU(PPOBOroO
npoctpaHcTBa. OOHAKO JajleKko HE BCE 3HAIOT, YTO II0Jb30BAHWE MHOTUMU
BO3MOXKHOCTSIMH ~ IIMPpoBOro  mupa Tpedyer  coOmiofeHuss TMmpaB  Ha
MHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "uHTEMIEKTyallbHasgs COOCTBEHHOCTb"' OTHOCHTCS K Ppa3IM4HBIM
TBOPEHHUSIM YEJOBEUECKOIO0 yMa, HAayMHAas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOJYKTHl U YCIYT'H, U 3aKaHUMBas KHUTaMH,
dboTorpadpusiMu, KHHOQUIEMaMH U MY3bIKJIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHE TpaBa - 3TO IpaBa Ha MHTEJUIEKTYalbHYIO COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATypPbl U UCKYCCTBA. ABTOPCKME IIPAaBa BBICTYIAIOT B
KAueCTBE TapaHTHH TOTO, YTO HMHTEIUIEKTYyaJIbHBIM/TBOPUECKUN TPYJ aBTOpa HE
OyZeT HampacHbIM, JAacT €My CIpaBeAJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTarax CBOEro TPyAa, MOJYYUTh H3BECTHOCTh W Hpu3HaHue. Hukro 6e3
paspelieHus aBTopa HE MOXKET BOCHPOM3BOJIUTH €ro  MPOU3BENCHHUE,
pacnpocTpaHsaTh, NYOJIMYHO JE€MOHCTPUPOBATH, NPOJABATH, HMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HCIOJIHATH, MMOKA3bIBATH/UCIIONHATh B 3(UpE WU
pasMmewars B IHTEepHETE.

Hcnonp3oBanne "muparckoro" MPOrPaMMHOTO  OOECICYEHHS  MOMKET
NPUBECTH K MHOTMM pHUCKaM: OT NOTEPU [OAHHBIX K TBOUM aKKayHTaMm Ji0
OJIOKUPOBKHM TBOETO YCTPOICTBa, I/le YCTAHOBJIEHA HeJerajabHas nporpamma. He
CTOUT TaKXke 3a0bIBaTh, YTO CYILIECTBYIOT JIerajibHble M OECIUIaTHbIE MPOTrPaMMBbl,
KOTOpBIE MOKHO HAUTHU B CETH.

O nopraine

CeteBUUOK.p( - TBOI IJIaBHBIM COBETUMK B CETH. 371€Ch Thl MOXKEIIb Y3HATH O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM SI3bIKOM, & IIPU BO3HUKHOBEHHUH
KPUTUYECKOM CHUTyallud OOpaTUThCS 3a COBETOM. A TakKe MPUHITh y4acTHE B
KOHKYpCax M CTaTh CaMbIM IIU(POBBIM IPakIaHUHOM !



